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Session Objectives

This session will provide:
� An overview/review of the several key configuration areas with 

a focus on how they are integrated and work together to 
support accounting transaction processing and controls

� Hands-on exercises that illustrate the use of key configuration 
areas and facilitate the discussion of Commonwealth-specific 
needs and business scenarios

The objective of the system administration training curriculum is to 
provide select Commonwealth project team members instruction in 
the table configuration and setup requirements necessary to 
implement and support the eMARS application. 
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Session Agenda

� Introduction
� General configuration
� Configuration Touching Document-level Setup
� Miscellaneous configuration of interest
� Ad hoc discussion and exploration
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Session Agenda

� Introduction
� Configuration areas covered
� Commonwealth areas of interest
� Course flow

� General configuration
� Configuration Touching Document-level Setup
� Miscellaneous configuration of interest
� Ad hoc discussion and exploration
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Introduction
Configuration Areas Covered:  (give or take depending on interest and session dynamics)

� Chart of Accounts
� Review Chart of Accounts setup
� Review business rules, controls, options, and rollups 
� Review the Special Accounts table (SPEC)

� General Accounting
� Review system wide configuration – SOPT, SPEC,  Events, Posting Codes, Budget Staging
� Review event and posting rules
� Review document setup controls and configurations
� Review journal and ledger configuration

� Budget Controls
� Review system-wide budget structures, tracking amounts, and budget controls
� Review fund level controls
� Review optional controls for budget reserves, posting code updates, allotments, etc.
� Review line level controls

� Workflow and Approvals
� Review approval roles and approvers
� Review approval conditions, comments, and e-mail setup
� Review approvals setup and controls

� Security
� Review security models and setup; focus on ‘Page’ level security
� Review Workspaces
� Review resource groups, security roles, and access controls
� Review row-level and field level security setup
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Introduction
Some Specific Configuration of Interest:

� Creating new, special-use documents
� Create a new posting code
� Clone an Event Type using the new posting code
� Create a new document code restricting Event Types to include the clone

� Date restrictions on documents – ex: Restrict activity on certain documents 
by FY or accounting period – when is the best time to use Document Controls 
(via DCTRL) vs. Budget Staging?

� Security:
� Overview of the ‘page security’ model and approach
� Field-level security – ex: restrict TP document to only allow a specific 

miscellaneous vendor code
� Chart of Account controls – ex. only allow specific object codes to be used 

on TP’s, and disallow the use of those object codes on other payment 
documents

� How to make Pages “Not Viewable” from Page Search
� Use of  Workspaces – ex: setup a workspace for Central Chart of Accounts 

and a separate one for Agency Chart of Accounts
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Introduction
Course flow:

� Guided mostly by configuration that supports the creation and use of any 
given accounting document  
� We will use a CH-type document as our primary example.
� The process of creating a new document will include several substantive 

tangents along the way to cover the lion’s share of the course content.  
� This process will provide context for how many of the different configuration 

areas work together to support transaction/document processing.

� General supporting setup that precedes document-level setup and is not a 
natural tangent from document-level setup (we’ll start here)

� Miscellaneous setup and ad hoc exploration/discussion



8

Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration

(If Needed)
Create

New HTML

Allowable Event
Types for

Document Type

New Event
Type Created?

Yes

Document
Allowable

References

BFY Profiles &
Stage Document

Events

If Doc Type
RQ, PO, SO,
EV, RC, SR

Procurement
Document

Control

Procurement
Type

Allowable
Accounting
Periods for

Document Code

Allowable Event
Types for

Document Code

AP, MD, or DC
Event Type
Crosswalk

Add Needed
Entries to

Default Event
Types

A/R

A/P

If
A/R or A/P
document

Automatic
Document
Numbering

Budget
Posting
Codes

Yes

Required Budget

Application
Resources

Workflow
Needed

Approval
Fields

Approval
Conditions

Approval
Setup

Yes

Tolerances

Document Code
Tolerances

Course flow:
Part 2

Introduction
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Session Agenda

� Introduction
� General Configuration

� Chart of Accounts
� General Accounting – SOPT, SPEC, Balances, JLCTRL

� Budget Controls

� Configuration Touching Document-level Setup
� Miscellaneous configuration of interest
� Ad hoc discussion and exploration
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HIERARCHIES AND ROLLUPS
Determine which will be used 

for each 
Chart of Accounts element

CODE STRUCTURE 
Determine if code values will 

Differ from 2.2

BUDGET LEVEL
Determine which codes will be 

Used for budgeting

OTHER CODES
Determine which optional 

codes will be needed

General Supporting Setup – Chart of Accounts
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FUND ACCOUNTING ELEMENTS

CENTRALIZED ORGANIZATION ELEMENTS

Setup Sequence

DECENTRAL ORGANIZATION ELEMENTS

BUDGET ELEMENTS

OTHER DECENTRALIZED AND BUSINESS AREA ELEMENTS

COST ACCOUNTING ELEMENTS

General Supporting Setup – Chart of Accounts
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General Configuration – Chart of Accounts
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Fund Accounting Elements
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Fund Accounting Elements Mapping 
Fund 

Accounting 
Elements

Element Name Length Key Element Name Length Key
Fund 4 FY Fund 4 FY
Fund Class 2 FY Fund Class 4
Fund Category 2 FY Fund Category 4
Fund Group 1 FY Fund Group 4
Fund Type 1 FY Fund Type 4

Sub Fund 4 FY, Fund

Object 4 FY Object 4 FY
Object Class 3 FY Object Class 4
Object Category 2 FY Object Category 4
Object Group 2 FY Object Group 4
Object Type 2 FY Object Type 4
Sub Object 2 FY, Obj Sub Object 4 FY, Object

Revenue Source 4 FY Revenue Source 4 FY
Revenue Source Class 3 FY Revenue Source Class 4
Revenue Source Category 2 FY Revenue Source Category 4
Revenue Source Group 2 FY Revenue Source Group 4
Revenue Source Type 2 FY Revenue Source Type 4
Sub Revenue Source 2 FY, Obj Sub Revenue Source 4 FY, Rev Src

Balance Sheet 4 FY Balance Sheet 4 FY
Balance Sheet Class 3 FY Balance Sheet Class 4
Balance Sheet Category 2 FY Balance Sheet Category 4
Balance Sheet Group 2 FY Balance Sheet Group 4
Balance Sheet Type 2 FY Balance Sheet Type 4

Sub Balance Sheet 4 FY, BSA
 

CAFR Fund Group 4
CAFR Fund Type 4
Major CAFR Expense Type 4
Minor CAFR Expense Type 4
Major CAFR Revenue Type 4
Minor CAFR Revenue Type 4
CAFR Major BSA Group 4
CAFR Minor BSA Group 4

ADVANTAGE 2.2 ADVANTAGE 3

General Configuration – Chart of Accounts
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Organizational Elements
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Mapping Organizational Elements

Element Name Length Key Element Name Length Key
    Government Branch 4  
 Cabinet 4
Agency 3 FY Department 4
Organization Levels 4 FY, Agency

Division 4 FY, Dept
 Group 4 FY, Dept

Section 4 FY, Dept
 District 4 FY, Dept
 Bureau 4 FY, Dept
 Unit 4 FY, Dept
Sub-Organization 2 FY, Agcy, Org Sub-Unit 4 FY, Dept, Unit

Flexible Reporting Code 1 4 FY
Flexible Reporting Code 2 4 FY
Flexible Reporting Code 3 4 FY
Flexible Reporting Code 4 4 FY
Flexible Reporting Code 5 4 FY

*match organization levels to new ADVANTAGE 3 elements

ADVANTAGE 2.2 ADVANTAGE 3

General Configuration – Chart of Accounts
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Budgeting Elements
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Mapping 
Budgeting 
Elements

Element Name Length Key Element Name Length Key
    Appropriation Class 4 FY
 Appropriation Category 4 FY
   Appropriation Type 4 FY
   Appropriation Group 4 FY
Appropriation Unit 9 FY, Agency Appropriation Unit 9 FY
 

ADVANTAGE 2.2 ADVANTAGE 3

General Configuration – Chart of Accounts
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Components and Features
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Other Classification Elements
Mapping 

Other 
Classification 

Elements

Element Name Length Key Element Name Length Key
CAFR Major Activity Type 4
CAFR Minor Activity Type 4
CAFR Activity Unit 4

Activity Class 4 FY Activity Class 4 FY, Dept
Acitivity Category 4 FY Activity Category 4 FY, Dept
Acitivity Type 4 FY Activity Type 4 FY
Activity Group 2 FY Activity Group 4
Activity 4 FY Activity 4 FY, Dept

Sub-Activity 4 FY, Dept, Actv

Function Class 4 FY Function Class 4 FY, Dept
Function Category 4 FY Function Category 4 FY, Dept
Function Type 4 FY Function Type 4 FY
Function Group 2 FY Function Group 4
Function 4 FY Function 4 FY, Dept

Sub Function 4 FY, Dept, Func

Reporting Class 4 FY
Reporting Category 4 FY
Reporting Type 4
Reporting Group 4

Reporting Category 4 FY, Agency Reporting Code 10 FY
Sub Reporting Code 4 FY, Rept

Department Object Class 4 FY
Department Object Category 4 FY
Department Object Type 4 FY
Department Object Group 4 FY
Department Object 4 FY

 
Department Revenue Source Class 4 FY
Department Revenue Source Category 4 FY
Department Revenue Source Type 4 FY
Department Revenue Source Group 4 FY
Department Revenue Source 4 FY

Location Class 3
Location Category 4
Location Type 4 Dept
County 3 Dept
Location 4 Dept
Sub Location 4 Dept, Location

ADVANTAGE 2.2 ADVANTAGE 3

General Configuration – Chart of Accounts
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Components and Features��
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Major Program Structure

Major Program 

Program

Phase

Program Period 

Funding Profile

Funding Priority

Funding Line A

Funding Line B

Department 

Stage Profile

Stage Definition

Task Order

Notes
� Major Program is departmental! 

� Program rolls up to Major Program, but must 
also be unique by Department (not by 
Department / Major Program combination)

� General Options on Major Program are applied 
to all Programs within it – a major setup 
consideration

� Several other options can be superseded at 
one or more lower levels (e.g. effective dates, 
Reimbursement Status, Highway Project data)

� Phase codes are defined by department but 
may be used on many Programs.

� Major Program hierarchy is 1:x.
� Although MP, Prog, Phase, etc are considered 

COA tables, they have additional options and 
controls not seen on other COA tables.

� Setup steps and details are covered in the Cost 
Accounting elearning course.

General Configuration – Chart of Accounts
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Verify/Add necessary COA setup

� Verify/add Fund Accounting codes
� Verify/change Fund Accounting code business rule 

configuration
� Verify/add Appropriation codes
� Verify/add organizational structure and hierarchy
� Verify/add COA control tables: inferences, 

valid/invalid combination tables, etc.

General Configuration – Chart of Accounts Exercise



38

Session Agenda

� Introduction
� General Configuration

� Chart of Accounts
� General Accounting – SOPT, SPEC, Balances, JLCTRL

� Budget Controls

� Configuration Touching Document-level Setup
� Miscellaneous configuration of interest
� Ad hoc discussion and exploration
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Setup Sequence

System Wide Controls

Dates

Accounting

Document

Journals & Ledgers

Business Area Setup

SYSTEM WIDE
System Options

Special Accounts
Events
Posting

Budget Staging

ACCOUNTING 
Fund
Cash

Balance Sheet

OTHER
Dates

Journals & Ledgers

Setup Areas

DOCUMENT
Category, Type, Code
Allowed Event Types

Referencing & Tolerances
Auto Future Triggering

General Configuration – General Accounting
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System Options, 
Special Accts, & 

Event Setup

Budget FY 
Staging

Document 
Setup

Account 
Balances

Other

General Configuration – General Accounting
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Verify/Add necessary SOPT & SPEC setup

� Verify/change SOPT settings
� Verify/change SPEC accounts for offsetting entries 

to be used by posting codes – which will we use for 
our hands-on document setup exercises?

General Configuration – General Accounting Exercise
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System Options, 
Special Accts, & 

Event Setup

Budget FY 
Staging

Document 
Setup

Account 
Balances

Other

General Configuration – General Accounting
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Verify/Add necessary Fund & Cash Balance controls

� Verify/change Fund Balance controls
� Will controls be set at detail or summary levels?

� Verify/change Cash Balance controls
� Will controls be set at the detail, summary, and/or 

pool levels

General Configuration – General Accounting Exercise
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System Options, 
Special Accts, & 

Event Setup

Budget FY 
Staging

Document 
Setup

Account 
Balances

Other

General Configuration – General Accounting
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Verify/Add necessary Journal/Ledger controls

� Which journals will be used? 
� Which ledgers will be used?  Any custom?

� What level of journal detail will be kept/summarized 
within each ledger?

� What filtering and/or archiving criteria might apply?

General Configuration – General Accounting Exercise
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Session Agenda

� Introduction
� General Configuration

� Chart of Accounts
� General Accounting – SOPT, SPEC, Balances, JLCTRL

� Budget Controls

� Configuration Touching Document-level Setup
� Miscellaneous configuration of interest
� Ad hoc discussion and exploration
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SYSTEM WIDE
Review and update budget 

structures, tracking amounts and 
budget controls

FUND CONTROLS 
Setup fund-specific controls,

if desired

BUDGET LEVEL
Setup level-specific update/posting 

controls and presence control

OPTIONAL CONTROLS
Setup allotments, reserves, 

verify/update posting codes, & use 
COA inferences, as needed

BUDGET LINE 
Adjust controls at the line level

General Configuration – Budget Controls
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Verify/Add necessary Budget controls based on the 
following questions
� What are your budget structures? Appropriations, Expense, 

Revenue, Cost Accounting. Inactivate all others.
� Which are your ‘required’ budgets?   

� Are there special circumstances that determine when one is 
required?

� Which, if any, are ‘no-control’ and use AutoGenerate?
� Full-control budgeting?  

� Are the needed budget constraints and guidelines configured?
� Will you allow budget control overrides/exceptions by fund or 

budget level (covered next)?  
� Do any of your budget tracking amounts (budget buckets):

� Include Pending amounts
� Require new formulas for ‘calculated’ buckets

General Configuration – Budget Controls Exercise
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Verify/Add necessary Override/Exception controls

� Will you have budget control exceptions/overrides?  
� Will the control level vary across funds?
� Will the control level vary across budget structures
� Will the control level vary among budget-levels within 

a budget structure?
� Will you have budget levels with only presence 

control, or even no control?

General Configuration – Budget Controls Exercise
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Notes
�One reservation type code may 

be entered for each budget line 
on a budget document.  

�Reservation type will be stored 
on the budget inquiry table (but 
not displayed!)

�The “Budget Reserve” = 
Current Budget * Reservation 
Percentage. 

�An update to the percentage 
on RSRVT updates the Budget 
Reserve Amount real time!

�There are multiple other ways to reserve and release budget authority as well – (these 
methods [6+] will be included in future release documentation). Some examples are:

�Use of budget tracking amount formulas – e.g., base Current Budget on allocated vs. 
adopted for line-by-line release

�Creative use of budget tracking amounts and event type additions/modifications
�Set full budget authority at appropriation level and release by processing lower-level 

budget lines that total to the unreserved amount. Can be automated using Future 
Document Triggering.  (Works only if budget guidelines don’t enforce equal amounts 
among budget levels.)

General Configuration – General Accounting
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Verify/Add necessary Optional controls

� Do you use allotments?  
� What are your allotment periods and accumulation options?
� Do budget controls apply to your allotments (previous section)?

� Do you create budget reserves?
� How do you reserve and release 

� En masse or line-by-line
� Do you release through allocations?
� Do you reserve via pre-encumbrances/ encumbrances?

� Do your expense & revenue structures use budget linking?
� Do you have COA inference or validation tables that specifically

support budget controls?

General Configuration – Budget Controls Exercise
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� Each budget structure has a corresponding, unique 
budget transaction (i.e. its own budget document).

� Within the transaction, only the lowest level of the 
structure needs to be entered—other levels may be 
automatically rolled up/created.

� Load Constraints link on budget document header loads 
controls from BUDCON, BUDFCON, BUDLCON.

� Violation actions and controls may also be overridden at 
the budget line level within a budget transaction.  

� Each level of a budget structure also has a 
corresponding unique query screen.

� Each query screen displays budget amount, actual 
amounts, and the ability to drill down to the actual 
transactions.

� The Page Code naming convention for budget queries 
is BQ[structure id]LV[level number].

General Configuration – General Accounting
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Verify/Add necessary Budget controls

� Will you have budget control exceptions/overrides?  
� Will the control level vary across funds?
� Will the control level vary across budget structures
� Will the control level vary among budget-levels within 

a budget structure?
� Will you have budget levels with only presence 

control, or even no control?

General Configuration – Budget Controls Exercise
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Session Agenda

� Introduction
� General Configuration
� Configuration Touching Document-level Setup

� Document Controls (DCTRL), Tolerances, Referencing, Doc Numbering 
� Application Page Registration
� Event Types, Event Requirements, Posting Codes, Budget Updates, Doc-

Event Controls
� Budget FY Staging, Doc-Date Controls
� Basic document configuration for AP, AR, and Proc documents
� Security
� Workflow & Approvals

� Miscellaneous configuration of interest
� Ad hoc discussion and exploration
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Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration

(If Needed)
Create

New HTML

Allowable Event
Types for

Document Type
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Type Created?

Yes

Document
Allowable

References

BFY Profiles &
Stage Document

Events

If Doc Type
RQ, PO, SO,
EV, RC, SR

Procurement
Document

Control

Procurement
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Periods for

Document Code

Allowable Event
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Document Code

AP, MD, or DC
Event Type
Crosswalk

Add Needed
Entries to

Default Event
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A/R

A/P

If
A/R or A/P
document
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Document
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Budget
Posting
Codes

Yes

Required Budget

Application
Resources

Workflow
Needed

Approval
Fields

Approval
Conditions

Approval
Setup

Yes

Tolerances

Document Code
Tolerances

Course flow:
Part 2

Document-Level Configuration – Roadmap
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Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration

(If Needed)
Create

New HTML

Allowable Event
Types for

Document Type

New Event
Type Created?

Yes

Document
Allowable

References
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Stage Document

Events

If Doc Type
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Procurement
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Allowable
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Periods for

Document Code
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Types for

Document Code

AP, MD, or DC
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Crosswalk

Add Needed
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Default Event
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A/R

A/P

If
A/R or A/P
document
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Numbering

Budget
Posting
Codes

Yes

Required Budget

Application
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Workflow
Needed
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Fields
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Tolerances

Document Code
Tolerances

Course flow:
Part 2

Document-Level Configuration – Core Setup
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Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration

(If Needed)
Create

New HTML

Allowable Event
Types for

Document Type

New Event
Type Created?

Yes

Document
Allowable

References

BFY Profiles &
Stage Document

Events

If Doc Type
RQ, PO, SO,
EV, RC, SR

Procurement
Document

Control

Procurement
Type

Allowable
Accounting
Periods for

Document Code

Allowable Event
Types for

Document Code

AP, MD, or DC
Event Type
Crosswalk

Add Needed
Entries to

Default Event
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A/R

A/P

If
A/R or A/P
document

Automatic
Document
Numbering

Budget
Posting
Codes

Yes

Required Budget

Application
Resources

Workflow
Needed

Approval
Fields

Approval
Conditions

Approval
Setup

Yes

Tolerances

Document Code
Tolerances

Course flow:
Part 2

Document-Level Configuration – Document Control (DCTRL)

�
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System Options, 
Special Accts, & 

Event Setup

Budget FY 
Staging

Document 
Setup

Account 
Balances

Other

Document-Level Configuration – Document Control (DCTRL)
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Key Concepts
� DCTRL & related tables provide 

flexible configuration without code 
modifications 

� Document configuration 
capabilities facilitate special use 
document clones 

� Updates to these tables are 
effective on-the-fly (no bouncing 
required)

� Programmed processing/ 
business logic resides at 
Document Type/Sub-Type level

The diagram illustrates how the document-level control 
tables relate to one another.

The Document Control (DCTRL) table supports 
‘customizing’ document processing and update rules.

Document-Level Configuration – Document Control (DCTRL)
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3. Determine for each document:
� What document uses are allowed?
� What event types are allowed & 

default?
� What references & copy forwards 

are allowed?
� What fields must be coded?
� What organizational & user-role 

security rules (security) apply? 
� Are there any special cases?
� Do system-wide GA setup & 

controls  accommodate document 
uses? Revise as necessary.

4. Set up document controls on 
Document Control related tables
� Setup document-specific controls 

on DCTRL
� Setup document-level control 

tables referenced by DCTRL

Set up Chart of Accounts

Establish system-wide General
Accounting Setup & Controls

Determine/Verify  Document
Requirements

Set up Document Controls

1. Prerequisite: Establish Chart 
of Accounts

2. Prerequisite: Establish 
system-wide General 
Accounting setup & controls
� SOPT, SPEC, ETYP, . . .
� Security (SCROLE, 

SCRACS)

Document-Level Configuration – Document Control (DCTRL)
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��2 :
The Document Control (DCTRL) table 
supports ‘customizing’ document 
processing and update rules.

Controls are inherited from AETDT, 
AETDC, DTYP and DCAT.   Links to 
DARF & DCFCTL, AAPDC, and DTOL.

Document-Level Configuration – Document Control (DCTRL)
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�Document Codes (PO type):  CBDL, 
CT, DO, PO, POB, SC

�Document Codes (JV type):  JV, JVA, 
JVAC, JVBK, JVIA, JVIN, JVSW
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�Document Categories and Document 
Types come delivered

�Document Codes are categorized by 
and inherit processing logic from them
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��2 :In the DCTRL General Information 
section, the Document Code is 
categorized by and inherits processing 
logic from:

�Document Category (DCAT)

�Document Type (DTYP) 

�Document Sub-Type (DSTYP)

Document-Level Configuration – Document Control (DCTRL)
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Configuration Points
�Modify Document Name, 

effective dates, & active 
flag as needed

�Add new document codes 
(?)

Notes
�DCTRL is first setup step, 

of many, for adding a new 
document

�Document Type (and to 
a lesser degree Sub-
Type) determines 
document capabilities

�Document Codes, with 
associated Document 
Types, are delivered.  

�Document codes must be 
unique

�Doc Category inferred 
from Type

Document-Level Configuration – Document Control (DCTRL)
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Begin to create a new specialized document

� Go to DCTRL and search for the existing document that is the 
most similar to the one you want to create and customize

� Copy and Paste the existing document
� Set the new Document Code and document name
� Verify the document type and sub-type (change subtype if 

necessary)

(Note:  The remainder of the General Information section should 
be okay.  We’ll return to this DCTRL record numerous times 
and configure the rest of this record as we move through the 
various related content areas on our ‘course flow’ diagram.)

Document-Level Configuration –DCTRL Exercise
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Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration

(If Needed)
Create

New HTML

Allowable Event
Types for

Document Type

New Event
Type Created?

Yes

Document
Allowable

References

BFY Profiles &
Stage Document

Events

If Doc Type
RQ, PO, SO,
EV, RC, SR

Procurement
Document

Control

Procurement
Type

Allowable
Accounting
Periods for

Document Code

Allowable Event
Types for

Document Code

AP, MD, or DC
Event Type
Crosswalk

Add Needed
Entries to

Default Event
Types

A/R

A/P

If
A/R or A/P
document

Automatic
Document
Numbering

Budget
Posting
Codes

Yes

Required Budget

Application
Resources

Workflow
Needed

Approval
Fields

Approval
Conditions

Approval
Setup

Yes

Tolerances

Document Code
Tolerances

Course flow:
Part 2

Doc-Level Configuration – Page Registration/Numbering
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�(�� Notes
�To see it, it must exist here
�This page contains entries for all the 

‘pages’ in the application. Every page 
is identified with a:

�Page Code (Page Search)
�Category (Page Search)
�Page Type (Page Search)
�Description (Page Search)
�Application (its home)
�Destination page (HTML)

�Facilitates multiple views of the same 
resource (e.g., VCUST) (custom HTML 
necessary for alternate views)

�Pages must be flagged as 
‘Searchable’ to be viewed in Page 
Search list

�Security is used to restrict which 
‘listed’ pages may be opened

�Defined as 
[UI Package].[DestPage]

�Pages may be organization-specific 
(i.e., filtered/restricted by 
organizational authority)

Document-Level Configuration – Page Registration
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��-2 Notes
�May be used to automatically 

number documents (i.e., the 
Document ID) by document 
code, whether the document is 
created manually or via a batch 
process.

�Prefixes and dates may be part 
of the numbering scheme.

�May be used in conjunction with 
manually keyed prefixes

�Auto numbering may be required 
or optional as set here as well as 
on DCTRL.

�Auto numbering may vary for a 
document by Department, but is 
often standard across 
departments.

Document-Level Configuration – Document Auto Numbering
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Register the new document ‘page’ and 
set up Auto Numbering

� Go to APGS and search for the existing Page that is the most 
similar to the one you want to add

� Copy and Paste the existing Page
� Set:

� The new Page Code and description
� Destination Page (only if using a different/custom HTML view)
� Organizational Codes (only if restricted by organization)
� Searchable flag if searchable from Page Search (default should be 

‘true’)
(Note:  The remainder of the APGS record should be okay.)

� Go to ADNT and copy/paste the record for cloned document 
and modify it to create the record for the new document.

Doc-Level Configuration –Page Reg. & Doc #’ing Exercise
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�Accounting 
Event setup

�Referencing

�Workflow

�Date controls augment 
Budget FY Staging 
(more in sections below)

�Data 
Edit 
Rules
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Creating A New Document CodeAdd to Document
Control Table
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Course flow:
Part 2

Doc-Level Configuration – Accounting Events/Posting Codes
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System Options, 
Special Accts, & 

Event Setup

Budget FY 
Staging

Document 
Setup

Account 
Balances

Other

Doc-Level Configuration – Accounting Events/Posting Codes
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Event Controls  & Posting Rules
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Verify/create Event Types
� Verify/create needed Event Type

� Search ETYP for the appropriate Event (start with AETDC if helpful 
to find the relevant Event Types by document code)

� If a new Event Type is needed, copy/paste the closest existing 
Event Type and modify the new one as necessary

� Verify the General Information section details, particularly the
Event Category & Active flag

� Verify that the Posting Pairs and Posting Codes are correct
� If a new posting code is needed, create it as part of the next 

exercise
� Go to the Event Requirements (ERQ) and verify/modify the data 

entry requirements that support the accounting event.
� This ERQ and DCTRL tables are the two that drive most data 

edit/entry requirements that are not hard coded.  If a transaction is 
yielding unexpected errors pertaining to data entry or processing 
rules, these are among the first two tables to check to resolve the 
issue.

Doc-Level Configuration – Events/Posting Codes Exercise
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Verify/create Posting Codes
� Go to PSCD and search on the Posting Codes identified in the 

previous exercise
� If a new posting code is needed, copy/paste the closest existing posting 

code and modify the new one as necessary
� Verify that the offsetting posting code is flagged as such and:

� Infers the correct BSA from the correct reference table (e.g., SPEC)
� Updates the right accounting journal(s)

� Verify that the nominal posting code:
� Updates the appropriate expense/revenue bucket
� Updates Cash and Fund balance appropriately
� Updates the right accounting journal(s)

� Save any changes

Note: Posting Codes drive most actual table updates in the system.  
Events just pair them together appropriately and package them with 
business rules, data entry requirements, etc.  A good data reference 
path to be familiar with to identify posting updates is AETDC � ETYP 
� PSCD.  Posting results are readily available on the posting line of 
documents, the accounting journals, and the budget, cash, and fund 
balance queries.

Doc-Level Configuration – Events/Posting Codes Exercise
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Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration

(If Needed)
Create

New HTML

Allowable Event
Types for

Document Type

New Event
Type Created?

Yes

Document
Allowable

References

BFY Profiles &
Stage Document

Events

If Doc Type
RQ, PO, SO,
EV, RC, SR

Procurement
Document

Control

Procurement
Type

Allowable
Accounting
Periods for

Document Code

Allowable Event
Types for

Document Code

AP, MD, or DC
Event Type
Crosswalk

Add Needed
Entries to

Default Event
Types

A/R

A/P

If
A/R or A/P
document

Automatic
Document
Numbering

Budget
Posting
Codes

Yes

Required Budget

Application
Resources

Workflow
Needed

Approval
Fields

Approval
Conditions

Approval
Setup

Yes

Tolerances

Document Code
Tolerances
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System Options, 
Special Accts, & 

Event Setup

Budget FY 
Staging

Document 
Setup

Account 
Balances

Other
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Configuration Points
�Verify event type / document type 

combinations
Notes
�Matches Event/Posting rules & 

setup to appropriate data 
collection tools (i.e., documents) 
– i.e., the bridge between the 
posting engine and document 
processors

Links
�Restricts AETDC table setup

Configuration Points

�Add/remove event type / 
document code combinations

� Indicate the default event for 
the document

Notes

�Establishes a smallest 
subset of allowed events for 
each document within a 
document type

Doc-Level Configuration – Document-Event Combinations
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Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration

(If Needed)
Create

New HTML

Allowable Event
Types for

Document Type

New Event
Type Created?

Yes

Document
Allowable

References

BFY Profiles &
Stage Document

Events

If Doc Type
RQ, PO, SO,
EV, RC, SR

Procurement
Document

Control

Procurement
Type

Allowable
Accounting
Periods for

Document Code

Allowable Event
Types for

Document Code

AP, MD, or DC
Event Type
Crosswalk

Add Needed
Entries to

Default Event
Types

A/R

A/P

If
A/R or A/P
document

Automatic
Document
Numbering

Budget
Posting
Codes

Yes

Required Budget

Application
Resources

Workflow
Needed

Approval
Fields

Approval
Conditions

Approval
Setup

Yes

Tolerances

Document Code
Tolerances

Course flow:
Part 2
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Event Controls  & Posting Rules
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Restrict allowed Event Types for new document
� Go to AETDC and search for all Event Types allowed for 

the document that you cloned (the pre-existing document).
� Copy/paste the records for event types that apply to the 

new document as well and change the document code to 
the new code.

� Add any additional records for new allowed Event Types, if 
any

� Set the default Event Type for the new document.
� Go to the AP or AR Event Type default and/or crosswalk 

tables as necessary for related documents
� ETDFLT  - Event Type Defaults
� MDDFEV - MD Default Event Type
� DCXWLK - DC Event Type Crosswalk
� APEVXW - AP Event Type Crosswalk

Doc-Level Configuration – Doc-Event Combination Exercise
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Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration

(If Needed)
Create

New HTML

Allowable Event
Types for

Document Type

New Event
Type Created?

Yes

Document
Allowable

References

BFY Profiles &
Stage Document

Events

If Doc Type
RQ, PO, SO,
EV, RC, SR

Procurement
Document

Control

Procurement
Type

Allowable
Accounting
Periods for

Document Code
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Types for

Document Code

AP, MD, or DC
Event Type
Crosswalk

Add Needed
Entries to

Default Event
Types

A/R

A/P

If
A/R or A/P
document

Automatic
Document
Numbering

Budget
Posting
Codes

Yes

Required Budget

Application
Resources

Workflow
Needed

Approval
Fields

Approval
Conditions

Approval
Setup

Yes
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Document Code
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System Options, 
Special Accts, & 

Event Setup

Budget FY 
Staging

Document 
Setup

Account 
Balances

Other
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�A payment request can reference a purchase order

�A purchase order can copy forward to a payment request
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Configuration Points

�Add/remove allowed references for documents

�Verify allowed Copy Forward combinations

Notes 

�A document code can reference any other code

�Technical work is needed for new Copy Forwards

Links

�Reference rules for DARF are applied on DCTRL

The DARF and DCFCTL table 
setup will be highly correlated, 
for obvious reasons

Document-Level Config. – Doc Referencing & Tolerances
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Define forward and backward referencing 
for new document

� Go to DARF and search for all records using the document 
code for the document previously cloned.
� Copy/paste each record as necessary, replacing the 

document code with the new document code, to allow for 
referencing requirements

� Go to DCFCTL and search for all records using the 
document code for the document previously cloned
� Copy/paste each record as necessary, replacing the 

document code with the new document code, to provide for 
copy forward capabilities – pay special attention to the Sub-
action Code setting.

� Go to STOL, FTOL, and/or DTOL as needed to verify/setup 
up tolerances for the new document for forward/backward 
referencing

Doc-Level Config. – Doc. Referencing & Tolerances Exercise
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Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration
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System Options, 
Special Accts, & 

Event Setup

Budget FY 
Staging

Document 
Setup

Account 
Balances

Other
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Adopt, modify, or define BFY Staging Profile(s)
Profile: Single Year Appropriations (Model A)

Stage 1: Establish Budget Balances
Stage 2: Begin Procurement Process
Stage 3: Conduct Normal Processing 

Event (Doc):  Request from an external vendor (RQS, GAP)
Event (Doc):  Order from an external vendor (PO, DO, GAE, CT, SC)
Event (Doc):  Authorize payment (PRC, PRM, GAX)

AFY vs. BFY:  =, >, <, unrestricted
Referencing:  required, not allowed, unrestricted
Line Action:   increases only, decreases only, unrestricted

.

.

.
Stage 8: Annual Closing
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Configuration Points
�Define allowable Document Code, FY, and 

Period combinations

Links
�Optionally referenced by DCTRL
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Configuration 
Points

�Set rules & options 
for document-
specific edits, 
overrides, etc., that 
define the 
document 
processing 
behavior

Notes 
�Service Date 

Severity applies to 
the ITI, ITA, IET, 
PR, ABS, and MD 
document types

Links
�Default Event Type 

referenced from 
AETDC

�Reference Rule 
applied to DARF 
entries

��(��
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Add new document to Budget FY Staging profile(s). 
Augment with date controls on AAPDC and DCTRL

� This exercise assumes that a BFY Stage Profile exists, to 
which you will add the new document code.  If not, or if a 
new profile is needed, set up the basic profile (stages, doc-
event combos [at least for new doc], stage dates and 
assignments).

� Add the new document/event combos to the appropriate 
BFY stages and set the business rules for each

� Copy/paste all of the records on AAPDC for the document 
that was previously cloned and change the doc code.

� Complete the remainder of the DCTRL record for the new 
document

Doc-Level Config. – BFY Staging & Date Controls Exercise
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Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration

(If Needed)
Create

New HTML

Allowable Event
Types for

Document Type

New Event
Type Created?

Yes

Document
Allowable

References

BFY Profiles &
Stage Document

Events

If Doc Type
RQ, PO, SO,
EV, RC, SR

Procurement
Document

Control

Procurement
Type

Allowable
Accounting
Periods for

Document Code

Allowable Event
Types for

Document Code

AP, MD, or DC
Event Type
Crosswalk

Add Needed
Entries to

Default Event
Types

A/R

A/P

If
A/R or A/P
document

Automatic
Document
Numbering

Budget
Posting
Codes

Yes

Required Budget

Application
Resources

Workflow
Needed

Approval
Fields

Approval
Conditions

Approval
Setup

Yes

Tolerances

Document Code
Tolerances

Course flow:
Part 2
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� �
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Procurement Type

Milestones

Procurement
States

Documents

Milestone
(MLSTN) table

Procurement
Document Control

(PRDOC) table

Manager
(MANG) table

Procurement
Type

(PRCUTYP)
table

Procurement
Folder

Procurement
Dollar Range
(WRNG) table

Procurement
Complexity

(CMPLX) table

Vendor Performance
Evaluation Template

(PETMPL) table

Vendor
Performance
Evaluation

Criteria
(PECRIT) table

Doc-Level Configuration – Procurement Document Setup
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Notes
�This is a pre-loaded table in Advantage Procurement (for 

baseline document codes) where procurement specific controls 
are established for documents

� If Require Procurement Card Number is selected, then the 
procurement card number is required on transactions of this type.

� If MA/DO selected, then a master agreement and delivery order 
are required for the document type/document code combination.

� If Buysense Enabled selected, then Document Type/Document 
Code combination can be used in conjunction with AMS 
Shopper.

Doc-Level Configuration – Procurement Document Setup
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Configuration Points

�Select appropriate 
reference when the 
document is used

� Indicate if Requester / 
Issuer ID required on 
the document 

� Indicate options if 
document is used as a 
Master Agreement

Doc-Level Configuration – Procurement Document Setup



152

( ���

Configuration Points

�Select appropriate options 
where document is a 
solicitation Document 
Type

�Select appropriate options 
and controls for general 
Commodity information

Notes

� If the Charge for 
Response option is 
selected, then Vendors 
are charged a fee for 
responding to the 
Solicitation.

�Suggest caution regarding 
using Default Amount 
flags

Doc-Level Configuration – Procurement Document Setup
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Notes

�If an option is selected, then the field is 
required for the Document 
Type/Document Code combination.

�The fields in these two sections are 
located on the Commodity detail 
section on Procurement documents.

Configuration Points

�Select appropriate options 
for the Commodity Line 
within the document 
where Line Type = Item or 
Service

Doc-Level Configuration – Procurement Document Setup
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Notes

�You can specify the amount or 
percentage that the 
Commodity line can be 
under/over the amount of the 
referenced line.

�You can specify whether 
tolerances must be specified 
for all commodity lines.

Configuration Points

�Select appropriate options 
within the Specifications 
section

� Identify the tolerances to 
be employed when this 
document is used

Doc-Level Configuration – Procurement Document Setup
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Procurement Type

Milestones

Procurement
States

Documents

Milestone
(MLSTN) table

Procurement
Document Control

(PRDOC) table

Manager
(MANG) table

Procurement
Type

(PRCUTYP)
table

Procurement
Folder

Procurement
Dollar Range
(WRNG) table

Procurement
Complexity

(CMPLX) table

Vendor Performance
Evaluation Template

(PETMPL) table

Vendor
Performance
Evaluation

Criteria
(PECRIT) table

Doc-Level Configuration – Procurement Document Setup
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Notes

�Defining Procurement Types 
consists of the following steps:

�Step 1: Establish 
Procurement Types

�Step 2: Assign 
Procurement States

�Step 3: Assign 
Milestones within each 
Procurement State

�Step 4: Assign 
Documents within each 
Procurement State

Notes

�For each 
Procurement 
Type, 
milestones and 
documents are 
assigned 
within 
Procurement 
States to guide 
the Buyer and 
Manager on 
the activities 
that need to be 
accomplished

Doc-Level Configuration – Procurement Document Setup
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Notes

�Each Procurement Type must have 
the Award State and Post Award state 
added to this section, the rest are 
optional.

�Default Document Codes are 
assigned to each state and are first 
setup on the Procurement Document 
Control (PRDOC) table.

�Milestones are setup for each State 
on the Milestone section of this table.

�Allowable documents for each State 
are defined on the Documents section 
of this table.

( �,21(
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Configuration Points

Step 4: Assign Documents 
Within Each Procurement State

�Select Insert

�Select Document Code

�Select Insert

�Select Document Code

�Save

( �,21(

Notes

�Be sure that the correct Procurement State is selected in the State tab before selecting 
the Documents tab

�Add all allowable documents for each state of your procurement type.

�Users can only create the documents assigned to the particular state for the specific 
Procurement Type, when they are using the New Document action within the State 
Viewer.

Notes

�Only use Save 
when the last 
Document has 
been inserted 
for an individual 
Procurement 
State

Doc-Level Configuration – Procurement Document Setup
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Add the new document to the Procurement Document 
Control and Procurement Type tables

� Go to PRDOC and search for the document that was 
previously cloned
� Copy/paste the document and change the document code 

(and type/sub-type) as needed.
� Configure the remainder of the record to reflect any 

differences in control from the document that was copied.

� Go PRCUTYP and add the new document code to the 
appropriate Procurement State(s) for each applicable 
Procurement Type.

Doc-Level Config. – BFY Staging & Date Controls Exercise
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Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration

(If Needed)
Create

New HTML

Allowable Event
Types for

Document Type

New Event
Type Created?

Yes

Document
Allowable

References

BFY Profiles &
Stage Document

Events

If Doc Type
RQ, PO, SO,
EV, RC, SR

Procurement
Document

Control

Procurement
Type

Allowable
Accounting
Periods for

Document Code

Allowable Event
Types for

Document Code

AP, MD, or DC
Event Type
Crosswalk

Add Needed
Entries to

Default Event
Types

A/R

A/P

If
A/R or A/P
document

Automatic
Document
Numbering

Budget
Posting
Codes

Yes

Required Budget

Application
Resources

Workflow
Needed

Approval
Fields

Approval
Conditions

Approval
Setup

Yes

Tolerances

Document Code
Tolerances

Course flow:
Part 2
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� Security is setup in the AMS 
Advantage Administration application, 
which is shared by the Financial & 
HRM applications.

� Security provides both user 
Authentication to access the system, 
and Authorization to resources and 
organizations within the system

� Authorization (access control) may be 
defined from as high as a Resource 
Group (tables/docs) down to a specific 
row and/or field on an individual 
resource.

� Resource Group and Security Role 
definitions are unlimited

� Home organization authorization is 
defined at the user level.  Foreign 
organization authorization is defined 
by Security Role and Resource 
Group combination.

� The ability to assign users one or 
more Roles offers the ability to grant 
unique authorizations among users 
with tight and consistent controls that 
are relatively easy to change and 
maintain. 

� Authorization is granted by Security 
Role and Resource Group 
combinations

� Supports multiple security 
approaches

���������	�
���
�

3.4.x+ ADVANTAGE
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APPLICATION RESOURCES
(R_SC_APPL_RSRC)

APPLICATION PAGES
(IN_PAGES)

External Presentation

Query
ResourceQuery

ResourceQuery
Resource

Document
ResourceDocument

ResourceDocument
Resource

Page
ResourcePage

ResourcePage
Resource

Activity
Folders

DocumentsReference
Tables

Inquiries

Page
ResourcePage

ResourceTable
Resource

Internal Presentation

Understanding Resource Types

Document-Level Configuration – Security
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APPLICATION RESOURCES
(R_SC_APPL_RSRC)

APPLICATION PAGES
(IN_PAGES)

External Presentation

Query
ResourceQuery

ResourceQuery
Resource

Document
ResourceDocument

ResourceDocument
Resource

Page
ResourcePage

ResourcePage
Resource

Activity
Folders

DocumentsReference
Tables

Inquiries

Page
ResourcePage

ResourceTable
Resource

Internal Presentation

Query and 
Reference 

Table 
Resources fill 

pages with 
data

Understanding Resource Types
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APPLICATION RESOURCES
(R_SC_APPL_RSRC)

APPLICATION PAGES
(IN_PAGES)

External Presentation

Query
ResourceQuery

ResourceQuery
Resource

Document
ResourceDocument

ResourceDocument
Resource

Page
ResourcePage

ResourcePage
Resource

Activity
Folders

DocumentsReference
Tables

Inquiries

Page
ResourcePage

ResourceTable
Resource

Internal Presentation

Document 
Resources 
are used to 

secure 
document 

pages

Understanding Resource Types
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APPLICATION RESOURCES
(R_SC_APPL_RSRC)

APPLICATION PAGES
(IN_PAGES)

External Presentation

Query
ResourceQuery

ResourceQuery
Resource

Document
ResourceDocument

ResourceDocument
Resource

Page
ResourcePage

ResourcePage
Resource

Activity
Folders

DocumentsReference
Tables

Inquiries

Page
ResourcePage

ResourceTable
Resource

Internal Presentation

Page Resources 
are used to 
secure pages to
� Activity Folders
� Ref. Tables
� Inquiries

Understanding Resource Types
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APPLICATION RESOURCES
(R_SC_APPL_RSRC)

APPLICATION PAGES
(IN_PAGES)

External Presentation

Query
ResourceQuery

ResourceQuery
Resource

Document
ResourceDocument

ResourceDocument
Resource

Page
ResourcePage

ResourcePage
Resource

Activity
Folders

DocumentsReference
Tables

Inquiries

Page
ResourcePage

ResourceTable
Resource

Internal Presentation

Page Resources are 
used to secure 

pages to
� Activity Folders
� Ref. Tables
� Inquiries

Document 
Resources are used 
to secure document 

pages

Query and 
Reference Table 

Resources fill pages 
with data

Understanding Resource Types
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Pages +
Documents

Tables +
Queries

Object Dependencies
�Pages and Documents retrieve information from tables and queries
�Tables / Queries are used by multiple pages
�Update access to a ‘page’ must be honored by update access to corresponding 

Tables and/or Queries.
�Update access to documents must be honored by update access to corresponding 

Table and/or Queries that are updated by the documents.
�Mixing resource types within a Resource Group is not recommended.

�Mixing resources in a group increases risk for Page-to-Table dependency errors
�More difficult to account for dynamic changes
�More difficult to account for release upgrades

Document-Level Configuration – Security
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Security Approaches
�Page Security Approach: Users’ access to view and perform actions on tables, 

queries, and documents is primarily secured at the ‘page’ level (i.e., 
presentation/external level) vs. the data-object level

�Navigational Security Approach: Users’ access to tables and queries is secured 
primarily via Workgroups/Workspaces (i.e.,  navigation). Documents (which can be 
treated as ‘pages’ too) are still secured at the data-object level.

�Data-Object Security Approach: Users’ access to all resources (tables, queries, & 
documents) is secured via the data-objects themselves (i.e., data/internal level).

Document-Level Configuration – Security
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Page Security Approach – Recommended most often
�Users’ access to view and perform actions on tables, queries, and documents is 

secured at the ‘page’ level (i.e., presentation/external level) vs. the data-object level
�Probably the quickest, easiest, and most flexible approach from an analysis, 

implementation, and maintenance perspective
�A set of standardized tools are soon to be ‘delivered,’ including:

� Day-zero security data
� Security Configuration Templates
� Analysis Tools

�Analysis spreadsheet
�XML generator

� DB Scripts
�Identification of potentially corrupt data
�Unique ID synchronization
�Migration of security configurations

�Organization and field-level security is still enforced at the data-object level
�Can be augmented with navigational and/or data-object security
�May generate/require more resource groups than the other security approaches.
�Often simplifies and reduces the number of required Foreign Organization table entries 

(a potentially significant setup/maintenance objective!)

Document-Level Configuration – Security
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Page Security Approach –
Resource Grouping Considerations

Table Groups

Query Groups

Document Groups

Page Groups

�Data setup mostly standard
�Dependencies managed.
�Significant resource consolidation; 

Resource Groups minimized 
�Minimal controls
�Static configuration

� Independent resource control. Many 
Resource Groups.

�Controls enforced at this level
�Facilitates easy client-specific 

changes in resource grouping 
�No/little concern over data object 

dependencies. (Usually the easiest 
setup & maintenance)

Document-Level Configuration – Security
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Foreign OrganizationForeign OrganizationForeign OrganizationForeign Organization

Page Security Approach –
Resource Group Setup Overview

AP Documents
(Page Groups)

AP Queries
(Page Group)

Queries
(Pages)

Documents
(Documents)

AP Reference
(Page Group)

View-only/ 
Restricted 

Tables 
(Pages)

AP Controls
(Page Group)

Fully 
Editable 
Tables
(Pages)

Accounts Payable Mgr
(Role)

Accounts Payable Mgr
(Role)

AP Budgeting
(Role)

AP Budgeting
(Role)

AP Manager

Accounts Payable User
(Role)

Accounts Payable User
(Role)

Budget Queries
(Page Group)

Queries
(Pages)

Budget Docs
(Page Groups)

Documents
(Documents)

Foreign Organization Authority
(DOC_SEC)

[Org Secured Tables]
[Org Secured Queries]

Foreign Organization Authority
(DOC_SEC)

[Org Secured Tables]
[Org Secured Queries]

Also consider 
establishing 

Security Roles 
that ‘package’
Resource- and 
Organization-

authority

Reference Tables
(DO Group)

Nearly All Tables
(INT_TBL)

Reference Tables
(DO Group)

Nearly All Tables
(INT_TBL)

Queries
(DO Group)

Nearly All Queries
(INT_QRY)

Queries
(DO Group)

Nearly All Queries
(INT_QRY)

Pages
(Page Groups)

[All 2nd Navigation 
Panel Pages]

Pages
(Page Groups)

[All 2nd Navigation 
Panel Pages]

ANY (Role) or Each Role:
Full edit access. No organizational checks

ANY (Role) or Each Role:
Full edit access. No organizational checks
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Add new docs/pages here!
Configuration notes
�Resource Type: should be static
�Organizational Security Type: 

determines which organizational 
elements are checked for 
authorization against a user’s home 
& foreign organizational authority. 
(Tip: minimize its use.)

�Logging: logs all security actions
�Row Security: hides unauthorized 

table/query records
Considerations
�Row Security may decrease 

performance – use sparingly for 
sensitive information vs. for 
searching convenience.

�Most settings are pre-configured so 
keep backups when modifying 
resources

�Smart securing of table resources 
can significantly reduce document-
level security (e.g., tables in red).

�� � �

Identifying�All
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Configuration Points
�Add, modify, and/or delete Security Roles
�Associate Role with specific departments, if needed

� To restrict to which users they may be assigned
� Typically only needed when security administration is 

decentralized (via UDOC)
Notes
�Similar to Profiles in ADV2.x
�Security Roles tend to be much more discrete in ADV3

�For example, GAX document for Department X.  (LA 
County examples: GPAUDE, GPAUAP1, GPAUAP2, 
GPAUINQ – these use the format [doc group][org
auth.][purpose])

�Alternatively, some roles may include many 
documents/pages and broad organizational 
authority.  Perhaps a mix for central/decentral.

�Access, authorization, and action-rights are set by Role 
versus by individual user 

�Security Roles are mapped to one or more (usually 
multiple) Resource Groups to establish the majority of 
security controls. (Note: document data entry roles need 
to be mapped to target document [edit actions] and 
backward referenced documents [save action])

�ADMN superuser Role bypasses security checks

�� �:.

��� �:
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1. A likely setup order is shown here, 
though each of the steps may be 
accomplished in any order.

2. The Secured Fields and Row Filtering 
capabilities are only relevant based on 
general Access Control and Foreign 
Organization setup.

3. Secured Field setup involves multiple 
tables

Setup Sequence
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Configuration Points
�Map Security Role & Resource Group
�Set Organizational Security Indicator: 

�Home (defined on user record)
�Foreign (home & FORG)
�Exclude Foreign (all but FORG)
�None (no organizational checks)

�Tip: Use ‘None’ where possible
�Set Field Security Indicator
�Configure just about everything else for 

the given Sec Role/RG mapping

Notes
�Access Control is the most substantive security control table – the central table
�Access to view and perform specific actions on Resource Groups is defined on SCRACS
�Several other security control tables are linked or related to SCRACS
�Use the “ANY” Security Role for resource groups to which all users may have access
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300

300

Configuration Points
�Define authorized Organizations for Security 

Role / Resource Group combinations
Notes
�Foreign organizations are those that are different 

from a user’s home organization (at any level)
�SCFORG controls the use of organizational 

elements and in some cases data views
�This can be a big table. Needs careful 

management.
� ‘Blank’ represents a wildcard for the elements 

(don’t use “????”)

���� �

Department = 150

Authorized departments = 150 + 300 + 700

Department = 300
Department = 700

Home Foreign

User

Document-Level Configuration – Security



181

200Giovanni

DeptLastname

USER RECORD

Home Organization
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200Giovanni

DeptLastname

USER RECORD

ADVANTAGE

Xxxxxxxxxxxxxx500Barroso

Xxxxxxxxxxxxxx600Hunt

Xxxxxxxxxxxxxx300Petersen

Xxxxxxxxxxxxxx400Quintus

Xxxxxxxxxxxxxx300Stewart

Xxxxxxxxxxxxxx200Giovanni

Xxxxxxxxxxxxxx200Smith

Xxxxxxxxxxxxxx100Olsson

InformationDeptLastname

Home Organization
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200Giovanni

DeptLastname

USER RECORD
Foreign Organizations

100FIN_MGR

DepSecurity Role

Authorized Foreign Organizations

ADVANTAGE

Xxxxxxxxxxxxxx500Barroso

Xxxxxxxxxxxxxx600Hunt

Xxxxxxxxxxxxxx300Petersen

Xxxxxxxxxxxxxx400Quintus

Xxxxxxxxxxxxxx300Stewart

Xxxxxxxxxxxxxx200Giovanni

Xxxxxxxxxxxxxx200Smith

Xxxxxxxxxxxxxx100Olsson

InformationDeptLastname
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200Giovanni

DeptLastname

USER RECORD
Foreign Organizations

100FIN_MGR

300FIN_MGR

DepSecurity Role

Authorized Foreign Organizations

ADVANTAGE

Xxxxxxxxxxxxxx500Barroso

Xxxxxxxxxxxxxx600Hunt

Xxxxxxxxxxxxxx300Petersen

Xxxxxxxxxxxxxx400Quintus

Xxxxxxxxxxxxxx300Stewart

Xxxxxxxxxxxxxx200Giovanni

Xxxxxxxxxxxxxx200Smith

Xxxxxxxxxxxxxx100Olsson

InformationDeptLastname
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200Giovanni

DeptLastname

USER RECORD
Foreign Organizations

400FIN_MGR

600FIN_MGR

DepSecurity Role

Excluded Foreign Organizations

ADVANTAGE

Xxxxxxxxxxxxxx500Barroso

Xxxxxxxxxxxxxx600Hunt

Xxxxxxxxxxxxxx300Petersen

Xxxxxxxxxxxxxx400Quintus

Xxxxxxxxxxxxxx300Stewart

Xxxxxxxxxxxxxx200Giovanni

Xxxxxxxxxxxxxx200Smith

Xxxxxxxxxxxxxx100Olsson

InformationDeptLastname
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�� ��� Configuration Points

�Set the allowed Actions

Notes

�Reference Table Actions

�Query Actions

�Document Actions

�Approvals/Workflow Actions

�Page Actions
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Reference Table Actions

Access Control

NO ACCESS

Query Actions

Document Actions

Workflow Approval 
ActionsPage Actions
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Reference Table Actions

Access Control

READ-ONLY
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Reference Table Actions

Access Control

UPDATE
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Query Actions

Access Control

READ-ONLY
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Document Actions

Access Control

READ-ONLY
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Document Actions

Access Control

UPDATE
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Workflow Approval Actions

Access Control

UPDATE
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Page Actions

Access Control

READ-ONLY
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Page Actions

Access Control

UPDATE
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�� ���
Configuration Points
� Set the Approval Levels that apply
� Set the Application Actions that may be 

used

Notes
� Approvals setup is defined on other 

reference tables, but activated here. 
(Note: you may use Workflow routing to as 
security for approvals – less security setup. 
Restrict ‘Reassign’ action.)

� Application Actions are the specialized 
actions found on documents

� Application Actions come from the 
Document Custom Action Definition table
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Secured Fields are used to:
�Restrict the entered values that may be committed to the database for a specified field 

on a specified table or document. (Fields are not grayed out or hidden.)
�Component-level security must be activated for secured fields on non-header 

document components
�Hide a table or query record from the user’s view where the record contains a field 

value that is not authorized. (Individual fields cannot be hidden using field-security.)

Define Secured Fields

Define Field Access Rule(s)

Associate Field with
Application Resource(s)

Activate Secured Fields for
Resource Group / User Role

���:�

������

�� ��:

�� ���

Secured Fields

Field Access

Application 
Resource Fields

Access Control

����	����
���������

1

2

3

4
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2

�� � �

Configuration Points

�Activate Row Security where 
applicable for tables or queries. 
Not applicable within documents.

Notes

�The Row Security setting filters 
from view any table/query row 
where organizational or 
secured field values exist for 
which the user does not have 
security authority.

�Row filtering is processing-
intensive and may impact 
performance if overused. 
Hardware architecture (i.e., 
memory & CPU power) 
determines performance level

� It is recommended that its use 
be limited to filter truly sensitive 
information (vs. more broadly for 
searching convenience).
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Configuration Points
�Click “Generate MRT (Production)”
�Bounce the VLS (restart the application) 

for the application to which the security 
changes apply

Notes
�For better performance, the following 

security setup is stored in Memory-
Resident Tables

�Application Resources
�Access Control
�Foreign Organization
�Field Security

�User setup is not part of the MRT file 
since it is more dynamic in nature

�The MRT generation and VLS bounce (of 
the target application) must be performed 
for any changes on the MRT tables to 
become effective.

�There are configuration points for MRT 
setup and usage, but are beyond the 
scope of this course (i.e., technical)

�� 2
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Table AccessUDOC

Comparison: UDOC vs. direct Table Updates

No audit trailProvides a detailed audit trail of changes

No ApprovalsCan require Approvals (as default or special cond.)

No data validationData validation

More difficult to batch recordsCan be “batched” for multiple record generation

No password generationPassword can be system generated

No password reset enforcementCan force users to reset password at logon

No emailUser ID & password email notices enabled

Suited for CENTRALIZED organizationsSuited for DE-CENTRALIZED organizations

Workflow assignments made elsewhere (Workflow setup)Workflow assignments possible within security setup

Easier to digest detailed information by using multiple pages, but 
remembering to cover the all bases may be harder

More information to digest on one page, yet all user 
setup is in one place

User setup must be made by using multiple pagesUser setup can be done on one page

Information save immediately to database 
(may be quicker)

Information submitted via documents 
(may be slower)
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Department = 150

Authorized departments = 150 + 300 + 700

Department = 300
Department = 700

Home Foreign

User
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,������
C�&�;7$:����
&�7$:; Configuration Points

�Add Security Roles for functional 
tasks and security requirements

�Set role Precedence

Notes

�A Security Role must be assigned for 
any access to application resources

�Multiple roles may be assigned.  

�Users have access/ authority granted 
by any of their roles
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,������
C 61�������
61�J�

Configuration Points

�Add Workflow Roles for document 
approval routing 

�Set Manager flag

Notes

�Workflow configuration and 
document approvals are covered 
in a separate course.
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Configuration Points

�Select a representative user 

�Select an existing target user

�Copy Security Roles to target user

Notes

�Copying Security Roles is similar 
to cloning users.

�Both representative and target 
users must already exists.

�Very useful utility when a user 
changes functional roles or when 
functional roles themselves 
change and need to be copied to 
an existing group of users.
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� Start early

� Clearly communicate new security model

� Take a fresh look at your organization

� Consider all wanted features before implementation

� Clearly identify access based on organization
� Home Department, Unit etc.
� Foreign Department, Unit etc.

� Involve your key users in analysis and prototyping phase

Lessons Learned
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� Security Data
� DayZero
� DayZero+ PLUS

� Security Configuration Templates

� Analysis Tools
� Analysis spreadsheet
� XML generator

� DB Scripts
� Identification of potentially corrupt data
� Unique ID synchronization
� Migration of security configurations

Implementation Tools – Coming Soon

DayZero
DayZero+ PLUS

Templates

SQL

DB ScriptsAnalysis Tools
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Analysis Tools

Tools: Analysis Tools

� ANALYSIS SPREADSHEET
� Contains all resource groups and resources needed for the release
� Allows easy managements of complex configurations
� Allows clients to focus on identifying security roles
� Majority of security configuration can be configured in the spreadsheet 

before applying configuration to the database
� Allows multiple “dry runs” of configuration to be analyzed before using 

deciding on a final configuration

� XML GENERATORS
� Translates analysis effort into physical data
� Produces XML data
� XML data is imported using the System Maintenance Utility
� Allows mass-inserts into database with proper validation
� Ensures data integrity of security data

Document-Level Configuration – Security
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Access Definition
�Update

�Readonly

�No access

Data Identification
�HRM vs FIN

�Resource Type

�Resource Groups

�Page Code

�Page Descriptions

Tools: Analysis Tools – Spreadsheet Template

Document-Level Configuration – Security
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Define Access
�Update

�Readonly

�No access

�? for unknown

Add Security Roles
�Plug n’ play format

�Easy to compare

�Role consolidation

Tools: Analysis Tools – Spreadsheet Template

Document-Level Configuration – Security
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SQL

DB Scripts

Tools: Database Scripts

� Provides tools to analyze potentially corrupt data
� If unexpected behavior is encountered, scripts can be run against database 

to eliminate any data inconsistencies

� Eliminates Unique ID corruption
� When moving partial data between environments there is always a potential 

for unique IDs to be corrupted
� Database scripts can be used to ensure that unique IDs are always 

synchronized
� Used for nightly batch processes and configuration trouble-shooting

� Migration of security configuration
� Allows system administrators to migrate a new setting to other environments
� Useful during prototyping phase when using a test environment to identify 

new configurations and distribute those settings to other environments
� Configuration examples are

� Security Roles
� Access Control Records
� Workspaces

Document-Level Configuration – Security
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Add the new document as an Application Resource

� Go to SCRGRP and create a new Resource Group for 
your new document

� Go SCRSRC and add the new document as a resource 
and assign it to the new Resource Group.

� Time permitting: 
� Set up a new Security Role
� Assign the document and related resources to the security 

role and grant the appropriate security actions.

Document-Level Configuration. – Security Exercise
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Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration

(If Needed)
Create

New HTML

Allowable Event
Types for

Document Type

New Event
Type Created?

Yes

Document
Allowable

References

BFY Profiles &
Stage Document

Events

If Doc Type
RQ, PO, SO,
EV, RC, SR

Procurement
Document

Control

Procurement
Type

Allowable
Accounting
Periods for

Document Code

Allowable Event
Types for

Document Code

AP, MD, or DC
Event Type
Crosswalk

Add Needed
Entries to

Default Event
Types

A/R

A/P

If
A/R or A/P
document

Automatic
Document
Numbering

Budget
Posting
Codes

Yes

Required Budget

Application
Resources

Workflow
Needed

Approval
Fields

Approval
Conditions

Approval
Setup

Yes

Tolerances

Document Code
Tolerances

Course flow:
Part 2

�

� �

�

�

�

�

�

�

�

�

�

�

�

�

�
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� Approvals and Workflow are 
integrated/inseparable

� The Approval Rule applied to a 
document is determined by 
Document Code and closest 
matching organizational values

� Up to 15 Approval Levels may be 
defined per Approval Rule. 

� Automatic routing of a document 
between Approval Levels. 
Documents may be routed to 
multiple approvers in sequence or 
in parallel.

� A single user or a group of users 
may be assigned as an Approver 
of an Approval Level.  Alternate 
Approvers may also be defined.

� Multiple Approval Conditions may 
be linked with multiple ‘OR’ or 
‘AND’ statements within each 
Approval Level.  Approval 
Conditions are based on 
document field values

� Automated email notifications may 
be sent to approvers in addition to 
a document appearing in their 
Worklist.

� There are several application 
pages to manage & track pending 
documents.

� Pending documents may optionally 
update Budgets, Cash Balance, 
and Fund Balance

� Security provides the highest level 
of control over Approval 
Processing

� Some key workflow controls are 
applied at the document code level 
(e.g., on/off switch)

� A delivered Approval 
Administration ‘Workspace’ is 
provided for easy navigation 
through Approval Setup

Document-Level Configuration – Workflow & Approvals
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Purchase
Order

Purchase
Order

AcknowledgeApprovals Separation of Duties

Posting

� Approvals 
Required

� Data entry and document 
submission are 
separated

� Document must be 
acknowledged (but not 
impeded/rejected)

� Some may 
look but not 
touch

Document-Level Configuration – Workflow & Approvals
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Workflow Scenario using 4 Approval Levels:
� 1st level = submit authority (separation of duties)
� 2nd & 3rd levels = approvals (parallel)

� Watcher at 3rd and 4th levels
� 4nd level = acknowledgement

POPO

Optional 
Updates:
Budget
Cash Balance
Fund Balance

PO
Final

(Complete 
Posting)

PO
Final

(Complete 
Posting)

1
42

3

4
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Pending

Approvals
Required

FinalNo

Approval 1 Approval [X] Approval
[Last]

Approve

Recall

Reject/
Unapprove

Reject/
Unapprove

Approve

Recall

Draft /
Draft Rejected

Reject/
Unapprove

Approve

Yes

Submit

DOCUMENT

Assignee:
Individual
or Role

Options:
- Routing #
-Comment
- Email      

OR Condition 1

AND Condition 1
...

AND Condition 5

..........

OR Condition 5

AND Condition 1
...

AND Condition 5

Approval #1 .......... Approval #15Approval #2
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�B�CD
	���� ������������
�2 ����

Notes

� The Manage Approval Conditions table is 
the substance of the Approval Conditions 
Model.  

�Here are defined the rules that are applied 
to document fields to determine if 
approvals are required.

�Up to five ‘AND’ sub-conditions may be 
defined for each Approval Condition (an 
‘OR’ condition)

�Up to five ‘OR’ Approval Conditions may be 
combined to determine if a single Approval 
Level is required. (Discussed later)

OR Condition 1

DOCUMENT

Approval #1

AND Condition 1
...

..........

AND Condition 5

Approval #15

..........

OR Condition 5

AND Condition 1
...

AND Condition 5
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�B�CE
Configuration Points
� Insert a line for each Approval Comment

Notes

�Approval Comments are optional messages 
that may be displayed on the Worklist during 
approval processing, indicating approval 
purpose

Configuration Points
� Insert a record for each Workflow email server

Notes

� In order to send emails during approval 
processing it is necessary to setup and 
maintain the list of email servers for the 
system.  

�The system allows email servers to be setup 
for individual departments and/or centrally.  
The email server for each user is defined 
based on their home department code.  

� If no email server is found for a department, 
then the central email server (Dept “????”) is 
used. 

�B�CC
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�( �5�. 

Configuration Points
�Set the organizational elements, in order of precedence, that will be used to identify the correct 

Approval Rule (on Approval Setup/IWF08) to apply to any given document.  

� The application must be restarted in order for changes to take effect.

Notes
� This table is used to perform a look up on the UNIT table to retrieve the corresponding 

organizational codes – based on the Department and Unit on the document Header.

� This allows for different approval rules to be defined at different levels of an organization and for 
those rules to have an order of precedence (as only one rule ever applies to a given document).

Document-Level Configuration – Workflow & Approvals
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�B�CF

Notes
� The Approval Setup table is the central table for 

defining the approval process for any 
document.

� This table links Document Code, Organization, 
Approval Conditions, Comments, Approvers, 
Email notification, and Routing Sequence.

�Up to five ‘OR’ Approval Conditions may be 
defined for each Approval Level.

�Up to 15 Approval Levels may be established.

�Approvals Levels may be routed in sequence, 
in parallel, or both

	���� ������������
�2 ����

OR Condition 1

DOCUMENT

AND Condition 1
...

.........

AND Condition 5

Approval #15

.......

Approval #1

OR Condition 5

AND Condition 1
...

AND Condition 5

Assignee

Comment

Email

Approval #2
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Configuration Points

�Select Approval Levels that are authorized for this Security 
Role (and given document).

�Select the Approval Actions necessary for the approvers to 
complete their Workflow tasks.

Notes

�Care must be taken to ensure that users have the requisite 
approval level authority to match their designation(s) as 
approval level ‘assignees’ (at a minimum).

�Recognize that a Security Role & Resource Group 
combo/mapping may include multiple Document Codes, 
whereas Approval Rules on the Approval Setup table are 
Document Code-specific.  Organizational alignment between 
Approval Rules and Security setup must also be ensured.

�� ���

Document-Level Configuration – Workflow & Approvals
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��2 :
Configuration Points
� Submit Phase: 

Pending/Final = On/Off
� Override Pending Phase 

Indicator: determines if 
submitter or approver 
applies overrides

� Set the Workflow Process 
Indicator to use the 
ADVANTAGE “Internal”
workflow engine, an 
“External” workflow engine, 
or “Both Internal and 
External”. Technical work 
is required for ‘External.’

� Check Workflow 
Asynchronous Processing 
indicator if document is to 
be held after completing 
approvals

� Check Document Unit 
Code Required if Approval 
Rules are specific to 
decentralized 
organizational levels.

Document-Level Configuration – Workflow & Approvals
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Levels [?]
Assignee(s)

Condition [?] and
Condition [?] and
Condition [?] and
Condition [?] and
Condition [?]      

Condition [?] and
Condition [?] and
Condition [?] and
Condition [?] and
Condition [?]      

Condition [?] and
Condition [?] and
Condition [?] and
Condition [?] and
Condition [?]      

Condition [?] and
Condition [?] and
Condition [?] and
Condition [?] and
Condition [?]      

Condition [?] and
Condition [?] and
Condition [?] and
Condition [?] and
Condition [?]      

Or

Or

Doc X Doc X Conditions
Condition [a]
Condition [b]
Condition [d]
Condition [e]
Condition [f]
Condition [g]

•
•
•

Condition [?]

1

Levels [?]
Assignee(s)

Levels [?]
Assignee(s)

Levels [?]
Assignee(s)

Or

Or

Or

2

3

4

Routing Sequence 
& Approval Levels

Approval Definition 
& Setup Approach

Approval Fields
Field [a]
Field [b]
Field [c]

•
•
•

Field [?] 

Final

Document-Level Configuration – Workflow & Approvals

Setup 
Diagram
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Level 8
RPO-ANF (role)

a. APD = 12 and
b. Dept = Exec and
c. Enc. > $25,000 and
d. Appr. Type = 

1CN, 1CS, . . .

e. Event Type = PR52

f. > Delegation 
Amt ($500k) and

g. Version 1 and
h. Does not ref.

MA from 
OMD

f. > Delegation 
Amt ($500k) and

i.  Acct line � <> 0 and
h. Does not ref.

MA from 
OMD

Or

Or

RA
Reverse Auction

RA Conditions
a. Accounting Period = 12
b. Department = Exec
c. Encumbrance  > $25,000
d. Appr. Type = 1CN, 1CS, 

1IN, 1IS, 1RS
e. Event Type = PR52
f. > Delegation Amt ($500k)
g. Version 1 of document
h. Does not reference MA doc 

created by OMD dept
i. Accounting line delta <> 0

1

Level 9
RPO-CTR (role)

Or

Or

2

Routing Sequence 
& Approval Levels

RA Fields
a. Accounting Period (hdr)
b. Total Amount (hdr)
c. Appropriation Type (actg)
d. Event Type (actg)
e. Doc Version (hdr)
f. Reference Dept (actg)
g. Reference Doc Code (actg)

Final

Document-Level Configuration – Workflow & Approvals

Setup 
Diagram
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Set up an Approval Rule for the new document

� Time permitting: use page search to pull up the IWF* 
tables and APRVHIER table.

� Move through the setup diagram below to establish a 
complete Approval Rule for the new document. 

Doc-Level Configuration – Workflow & Approvals Exercise
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Creating A New Document CodeAdd to Document
Control Table

Add to Application
Page Registration

(If Needed)
Create

New HTML

Allowable Event
Types for

Document Type

New Event
Type Created?

Yes

Document
Allowable

References

BFY Profiles &
Stage Document

Events

If Doc Type
RQ, PO, SO,
EV, RC, SR

Procurement
Document

Control

Procurement
Type

Allowable
Accounting
Periods for

Document Code

Allowable Event
Types for

Document Code

AP, MD, or DC
Event Type
Crosswalk

Add Needed
Entries to

Default Event
Types

A/R

A/P

If
A/R or A/P
document

Automatic
Document
Numbering

Budget
Posting
Codes

Yes

Required Budget

Application
Resources

Workflow
Needed

Approval
Fields

Approval
Conditions

Approval
Setup

Yes

Tolerances

Document Code
Tolerances

Course flow:
Part 2

�

� �

�

�

�

�

�

�

�

�

�

�

�

�

�

Document-Level Configuration

�

�

�

�

�

Congrats!

�

�

�
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Session Agenda

� Introduction
� General configuration
� Configuration Touching Document-level Setup
� Miscellaneous configuration of interest

� Workspace Setup & Configuration

� Ad hoc discussion and exploration
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Navigational Security Approach –
Workgroup & Workspace Example

� Workgroup: ‘System Admin’

� Workspace

� Business Area

� Business Function

�Business Item/
the ‘resource’

User

� Workspaces includes links to pages inside Advantage
� Made to help users finding their NworkO
� Includes helpful instructions what the links are for and how to use them
� Workspaces are user-configurable, i.e. users can add and remove workspaces in their 

environment
� Three types of workspace assignment:  System, Workgroup, Individual
� During the first login to Advantage, Workspaces included in the userFs default Workgroup will be 

automatically created/displayed.  Users may be assigned multiple Workgroups.

Miscellaneous – Workspace Administration
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Miscellaneous – Workspace Administration
Workspace Creation Options

User Interface

Spreadsheet/Database

System Workspaces or Workgroups for Multiple Users

B� ( Individual/Personal Workspaces

Database Tables:
in_wkgp
in_wksp
in_ba
in_bf
in_bf_item
in_user_wkgp

These database tables store the Workgroup, Workspace, 
and user assignment information.  They would be setup 
/imported in the right order, top down.
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Miscellaneous – Workspace Administration
Workgroup Assignment & Workspace Display/Maintenance

B3B� Database Tables:
in_wkgp
in_wksp
in_ba
in_bf
in_bf_item
in_user_wkgp

Personalization:
� First login will create/ 

display the workspaces for 
the default workgroup.

� Otherwise users copy 
available workspaces from 
workgroups to “In-Use”
section

OR ����
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Session Agenda

� Introduction
� General configuration
� Configuration Touching Document-level Setup
� Miscellaneous configuration of interest
� Ad hoc discussion and exploration


